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Data Protection/Record Retention Draft Policy

Introduction: 
This policy was drawn up in consultation with the staff, parents and Board of Management of SN Cholmcille Naofa. The purpose of the policy is to identify the records required to be retained by the school and to ensure confidentiality and manageable procedures in relation to access to such records by parents and stake holders. 

School Ethos: 
This school promotes openness and cooperation between staff, parents and pupils as a means towards providing the caring environment through which children can develop and grow to their full potential 

Rationale for the Policy: 
· A policy on data protection and record keeping is necessary to ensure that the school has proper procedures in place in relation to accountability and transparency 
· It is good practice to record pupil progress so as to identify learning needs 
· A policy must be put in place to ensure a school complies with legislation such as; 

(i) Education Act, Section 9 g requiring a school to provide access to records to students over 18 years and parents/guardians 
(ii) Education Welfare Act – requiring a school to report attendance and transfer of pupils 

Aims/Objectives: 
· To ensure the school complies with legislative requirements 
· To clarify the types of records maintained and the procedures relating to making them available to the relevant bodies 
· To put in place a proper recording and reporting framework on the educational progress of pupils 
· To establish clear guidelines on making these records available to parents and pupils who are over 18 years 
· To stipulate the length of time records and reports will be retained 




Guidelines: 
The Principal assumes the function of Data Controller and supervises the application of the Data Protection Act within the school. The data under the control of the Principal comes under the following headings. 2 

1. Personal Data: 
This data relates to personal details of the students such as name, address, date of birth, gender, ethnic origin, nationality, religious belief, medical details, dietary information, PPSN, parents/guardians contact details. These records are kept a locked filing cabinet in the administration office. 

2. Student Records: 
Student records are held by each class teacher and a master copy is held in the principal’s office. Student records may contain;- 
· Personal details of the student 
· Medical sensitive data 
· School report cards 
· Psychological Assessments (if any) 
· Standardised Test Results 
· Attendance Records 
· Screening Test such as MIST and NRIT 
· Data Protection 
· Teacher – designed tests. Each class teacher designs his/her own test template 
· Diagnostic Tests Reports 
· Individual Education Plans 
· Learning Support/Resource Data such as records of permissions/refusals to allow children access to LS/RT services in the school 
· Portfolios of student work e.g. Art 
· Details of behavioural incidents or accidents 

These records are kept in a locked filing cabinet, in the office. 

3. Staff Data: 
This data relates to the personal and professional details of all staff such as name, address, date of birth, contact details, payroll number, pension details, attendance records, qualifications, school records, sick leave, CPD, curriculum vitae, school returns, classes taught, seniority, Statutory declarations/ Garda vetting records, medical certificates. 
These records are kept locked in a filing cabinet.  

4. Administrative Data: 
· Attendance Reports, Roll Book, Registers 
· Accident Report Book 
· Administration of Medicines Indemnity Form 
· Policies 
· HSE files 
· BOM files 
· Accounts 

These records are kept in a locked filing cabinet. 
Access to Records: 
The following will have access where relevant and appropriate to the data listed above; 
· Parents/Guardians 
· Past Pupils over 18 years of age 
· Health Service Executive 
· Designated School Personnel 
· Department of Education and Skills 
· First and Second Level schools, where relevant, and with written permission from parents or guardians) 

A parental authorisation form must be completed by parents in the event of data being transferred to outside agencies such as health professionals etc. Outside agencies requesting access to records must do so, in writing, giving seven days notice. Parents/Guardians must, also, make such a request in writing. In certain circumstances email requests will be sufficient. 

The right to erasure or rectification is available to change any mistakes or inaccuracies by proper authorization through the same procedures. 

The Annual School Report format and its communication to parents are outlined clearly in our schools Pupil Profiling/Reporting on Pupils Policy. A standardised school report form is used which is issued by post in the last week in June. 

Storage: 
Records are kept for a minimum of 7 years. Standardised Test booklets are shredded after one year but the raw score, stens and percentiles are kept on record until past pupils reach 21years of age. These records are kept in a locked filing cabinet in the school’s storeroom. 
A pupil profile and a selection of records are stored by each teacher in his/her individual classroom and passed on to the next teacher as the child moves to the next class. These assessment files are stored in locked filing cabinets in each class room. 
As children pass to second level their personal records are stored in the school for a period of time (7 yrs minimum). All completed school roll books are stored and locked in the Principal’s office along with pupil profiles. Access to these stored files is restricted to authorised personnel only. For computerised records, all Student Data Management Systems will be password protected. 
All computer held records are backed up regularly and the Back up DVD is stored securely by the principal. 
Criteria for measuring success of Policy: 
· Compliance with Data Protection Act and Statue of Limitations Act 
· Easy access to records 
· Framework in place for ease of compilation and reporting 
· Manageable storage of records 
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Roles and Responsibilities: 
The school staff, under the direction of the Principal will implement and monitor this policy. Individual teachers will design, administer and record all in-class testing. The Principal will ensure records are maintained and stored, particularly the records of students transferring to another school. 
Implementation Date and subsequent reviews: 
Implementation date: XXXXX
1st Review XXXXX
The policy was communicated to the whole school community via email notification and the school’s website.
BACKGROUND INFORMATION ON DATA PROTECTION POLICY 
1.0 Introduction 
1.1 SN Cholmcille Naofa  has a legal obligation to comply with all appropriate legislation in respect of Data, Information and IT Security. It also has a duty to comply with guidance issued by the Dept of Education and Skills, Data Protection Commissioner’s Office, other advisory groups and guidance issued by professional bodies. 

1.2 The Data Protection Commissioner is responsible for upholding the rights of individuals, as set out in the Acts, and enforcing the obligations upon data controllers. The Commissioner is appointed by Government and is independent in the exercise of his or her functions. Individuals who feel their rights are being infringed can complain to the Commissioner, who will investigate the matter, and take whatever steps may be necessary to resolve it. 

1.3 Non compliance with the legislation could result in penalties, which are punishable by fines. 

1.4 This Data Protection Policy aims to detail how meets its legal obligations concerning confidentiality and information security standards. The requirements within the Policy are primarily based upon the Data Protection Acts of 1988 and 2003 that are the key pieces of legislation covering the security and confidentiality of personal information. 

1.5 For the purpose of this Policy other relevant legislation and appropriate guidance may be referenced. See Appendix 1 for summary of compliance with the Data Protection Act. 

2.0 Overview of Legislation 
Data Protection Acts 1988 and 2003 
These Acts are the key pieces of legislation and are therefore covered in detail. 
2.1 These Acts apply to all personally identifiable information held in manual files, computer databases, computer screens and other automated media about pupils and school staff. 
2.2 The Acts dictate that information should only be disclosed on a need to know basis. Printouts and paper records must be treated carefully and disposed of in a secure manner, and staff must not disclose information outside their line of duty. Any unauthorised disclosure of information by a member of staff will be considered a disciplinary offence. 
2.3 It also requires the school to register its data holdings with the Office of the Data Protection Commissioner identifying the purposes for holding the data, how it is used and to whom it may be disclosed. The school also has to comply with the principles of good practice. 
2.4 All applications/databases are required under law to be registered for Data Protection purposes. Registration will be with the Data Commissioner and will comply with the Data Protection Act. 
2.5 Under a provision of the Data Protection Act an individual can request access to their information, regardless of the media on which this information may be held / retained. 
3.0 Policy Statement 

All staff must comply with the Data Protection Principles 
1. Obtain and process information fairly 
2. Keep it only for one or more specified, explicit and lawful purposes 
3.Use and disclose it only in ways compatible with these purposes 
4. Keep it safe and secure 
5. Keep it accurate, complete and up-to-date 
6. Ensure that it is adequate, relevant and not excessive 
7. Retain it for no longer than is necessary for the purpose or purposes 

4.0 Responsibility 
It is the responsibility of the School Principal to ensure that there is compliance with the Data Protection Rules. 
4.1 Line Management: 
Each teacher is responsible for: 
· Ensuring that personal information kept on pupils is only kept for the lawful and clearly specific purpose/s it was taken. 
· Ensuring that personal information is only processed (used) in a manner compatible with the consent given by the parent/guardian 
· Ensuring procedures are in place to identify who personal information is being disclosed to, why it is being disclosed and what exactly is being disclosed. 
· Ensuring personal information, in their area of responsibility, is secure 
· Ensuring that periodic review and / or audit is undertaken in their area, to ensure that personal information is kept up-to-date and is accurate. 
· Ensuring that records are reviewed on a regular basis, thus identifying areas where errors are most commonly made. 
· Be aware of the different data sets used in classroom and their purpose 

Staffs are responsible for: 
· Not disclosing personal information, in relation to any child to any other individual who is not entitled by law to receive this information 
· Complying with this guideline and all other relevant policies, procedures, regulations and applicable legislation 
· Respecting and protecting the privacy and confidentiality of the information they process at all times 
· Ensuring personal information is secure when in their possession 
· Reporting any data breaches to the Principal 
· Attending training provided by the Principal, in respect of Data Protection and information practices 

5.0 Protocol for Reporting breaches 
If any breaches of information practice or of the regulations in the Data Protection Acts are committed it must be reported to the Data Commissioner’s Office immediately. . 

Appendix 1 
Compliance with the Principles of the Data Protection Acts 
1. Obtain and process information fairly 
To fairly obtain data, the data subject must, at the time the personal data is being collected, be made aware of: 
· the identity of the data controller 
· the purpose in collecting the data 
· the persons or categories of persons to whom the data may be disclosed 
· any other information which is necessary so that processing may be fair 

To fairly process personal data it must have been fairly obtained and the data subject must have given consent to the processing or the processing must be necessary for one of a number of reasons, including: 
· to prevent injury or other damage to the health of a data subject or another person 
· to prevent serious loss or damage to property of the data subject or another person 
· to protect the vital interests of the data subject or another person where the seeking of the consent of either is likely to result in those interests being damaged 
· for the administration of justice 
· compliance with a legal obligation, other than that imposed by contract 
· for the purpose of obtaining legal advice, or in connection with legal proceedings, or for the purposes of establishing, exercising or defending legal rights 
· for medical purposes 

Any secondary or future uses of personal information, which are not obvious, should be brought to the attention of the parent when the information is being collected. If, at a later date the personal information is going to be used for a new purpose, further consent must be obtained from the parent. If they refuse permission, then the data cannot be used for that purpose and mechanisms must be put in place to reflect this choice. 

2. Keep it only for one or more specified, explicit and lawful purposes 
A data controller may only keep data for a purpose/s that are specific, lawful, clearly stated and the data should only be processed in a manner compatible with the purpose. An individual has a right to question the purpose for which their data is held. 
To comply with this rule: 
· in general, the persons should know the reasons why their data is being collected and retained 
· the purpose for the data collections must be lawful 

3. Use and disclose it only in ways compatible with these purposes 
Any use or disclosure must be necessary for the purpose/s or compatible with the purpose/s for which the data is being collected. 
Some key tests of compatibility are: 
· Is the data used only in ways consistent with the purpose/s for which it was obtained? 
· Is the data disclosed only in ways consistent with that purpose/s? 

A key exception to these rules arises in section 8 of the Act, where disclosure of the information is required by law. Another exception is where the disclosure is made to the data subject himself/herself with his/her consent. . 

4. Keep it safe and secure 
Appropriate security measures must be taken against unauthorised access to, or alteration, disclosure or destruction of, the data and against its accidental loss or destruction. 
High standards of security are essential for all personal information. The nature of security used may take into account what is available, the cost of implementation and the sensitivity of the data in complete and up-to-date question. 

5. Keep it accurate, 
To comply with this rule staff must ensure that clerical and computer procedures are adequate to ensure high levels of data accuracy and that the information is kept up-to-date. 
Each Department within the HSE must undertake periodic review and / or audit to ensure that personal data is kept up-to-date and is accurate. 

6. Ensure that it is adequate, relevant and not excessive 
To fulfil this requirement staff must keep only the minimum amount of personal data which is needed to achieve the specified purpose/s. The data must be adequate, relevant, and not be excessive and apply those criteria to each item of information and the purpose/s for which it is held. 
Each class teacher must periodically review the information sought by it, to ensure it is adequate, relevant and not excessive. If reasons for collecting certain information are redundant, then the collection of that information must be discontinued immediately. 

7. Retain it for no longer than is necessary for the purpose or purposes 
This requirement places a responsibility on staff to be clear about the length of time data will be kept and the reason why it is being retained. Files should be regularly purged in accordance with agreed policy so that personal information is not retained any longer than necessary. 

8. Give a copy of personal data to an individual, on request 
An individual is entitled to: 
· a copy of the data held 
· know the purpose/s for processing 
· know the identity of those to whom the data is disclosed 
· know the source of the data, unless it is contrary to public interest 
· know the logic involved in automated decisions 
· a copy of any data held in the form of opinions, except where given in confidence 

What are parents/pupils rights under the Data Protection Acts 
In addition to the rights arising from the obligations imposed on Data Controllers by the Eight Principles of Data Protection, parents and pupils also have the following rights: 
Right of rectification or erasure 
Parents have the right to have information which is inaccurate rectified, or in some cases have the information erased. 
Right to block certain uses 
A parent can prevent their personal data from being used for certain purposes, e.g. research. 
Right to object 
A parent, if they feel that the use of their data involves substantial and unwarranted damage or distress to them, may request a data controller to stop using this personal data, or not to start using the data. 
The right does not apply if: 
· consent has already been obtained 
· the use is necessary for a contractual obligation 
· the use is required by law 
· the processing is to protect the vital interests of the data subject 
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